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1) Introduction and disclaimer

The operating system that was used for the production of Tor VM is Ubuntu 8.04
Desktop edition. You can install Ubuntu on to a physical computer for this process or you can
use a virtual machine. Tor VM development was done inside a virtual machine. VMware
Player (free) and Workstation (not-free) were used for the production of Tor VM. Other
virtualization engines such as QEMU, Virtual Box, and Microsoft Virtual PC could probably be
used as an alternative to VMware.

All third-party software is copyrighted to their respective companies. VMware is a
registered trademark of VMware, Inc. Microsoft Windows and Driver Development Kit are
registered trademarks and copyright of Microsoft Corp. Ubuntu is a registered trade mark of
Canonical Ltd. These software companies may require you to agree to their respective EULA's
in order to use their software.

All instructions beyond this point are based upon using VMware for the virtualization
and Ubuntu 8.04 Desktop for the operating system. It should be possible to do this on other
Linux based distributions and other virtualization technologies, but we make no warranty
about the functionality of the final results if Tor VM is built on any other OS and/or with a
different virtualization engine.

FOR ALL INTENTS AND PURPOSES, THIS SOFTWARE IS IN THE LATE ALPHA STAGES OF
DEVELOPMENT. BETA AT BEST. THINGS COULD GO WRONG AND CAUSE YOUR SYSTEM TO BE
MISCONFIGURED IF Tor VM CRASHES AND LEAVES YOUR SYSTEM IN AN UNUSABLE STATE. WHILE
WE DO ATTEMPT TO COVER HOW TO RECOVER YOUR CONFIGURATIONS IF Tor VM CRASHES, YOU
BUILD AND USE THIS AT YOUR OWN RISK!
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2) Creating the virtualization build environment

There are a few different options to building an Ubuntu VM. You can download a pre-
made VM from VMware website or you can build one yourself from an Ubuntu ISO. This will
cover how to build one yourself.

2.1) Required Downloads

Create a directory to store the following downloads. Please download all of the
requirements before you continue on with this process.

2.1.1) VMware Player 2.5 for Windows (65MB, EXE)
URL: http://download3.vimware.com/software/vmplayver/VMware-player-2.5.0-118166.exe
MD5: e94f1be6a96867419bf31e42be12f29¢

2.1.2) 20GB Linux VMware Image Template (7KB, ZIP)

URL: http://www.janusvm.com/tor_vm_cache/20GB_Linux VMware Image.zip
MDs5: 7a136c0c91d1bf34b6c657¢d49d38813

2.1.3) Ubuntu 8.04 Destkop Edition (694MB , ISO)

URL: http://mirrors.us.kernel.org/ubuntu-releases/hardy/ubuntu-8.04.1-desktop-i386.iso
URL: http://www.janusvi.com/tor_vm_cache/ubuntu-8.04.1-desktop-i386.iso

MDs5: c69e34e92d5402d1b87e6babc739f774

2.1.4) Windows Driver Development Kit (230MB, ISO)

URL:
http://download.microsoft.com/download/9/0/f/9ofo19ac-8243-48d3-91cf-81fc4093ecfd /1
830_usa_ddk.iso

MDs5: eg193a1e80c3dd13b66af81d4fbbg369

2.1.5) DAEMON Tools Lite v4.30.1 (496KB, EXE)
URL: http://www.disc-tools.com/request?
p=8893e3cf57305128d9b26f48f7acoas0/daemon347.exe
MDs5: feg6ef3abf2589bef67f0113f40ff845

2.1.6) Windows XP or Server 2003
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http://download3.vmware.com/software/vmplayer/VMware-player-2.5.0-118166.exe
http://www.disc-tools.com/request?p=8893e3cf57305128d9b26f48f7ac9a50/daemon347.exe
http://www.disc-tools.com/request?p=8893e3cf57305128d9b26f48f7ac9a50/daemon347.exe
http://www.janusvm.com/torvm-cache/winddk.zip
http://www.janusvm.com/torvm-cache/winddk.zip
http://www.janusvm.com/torvm-cache/ubuntu-8.04.1-desktop-i386.iso
http://mirrors.us.kernel.org/ubuntu-releases/hardy/ubuntu-8.04.1-desktop-i386.iso
http://www.janusvm.com/torvm-cache/20GB_Linux_VMware_Image.zip

2.2) Installing the build environment dependencies

2.2.1) Install VMware Player 2.5

Open the directory that you saved the downloads to, and launch
Vmware-player-2.5.0-118166.exe.

If you get Security Warning asking you “Do you want to run this file?”, click on “Run”.

Open File - Security Warning il

Do you want to run thizs file?

Mame: YMware-player-2.5.0-115166, exe
Publisher ¥YMware,_ Inc.

Type: Application

From: CriDocuments and SettingsiUsert Deskkop

W Always ask before opening thiz file

YWihile filez from the Intemet can be useful, this file type can
o patentially harm your computer. Only run zoftware from publizhers
wou trust, Wwhat's the risk?

Follow the instructions VMware provides with their installer. If you ever installed an
application on Windows before, then installing VMware should not be a problem for you.

If you've never installed an application in Windows before, then just remember the

following. Click on anything that says “Next”, “I accept ....”, “Yes”, “Agree” and/or “OK”.
That's sums it up in a nut shell.
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2.2.2) Prepare 20GB Linux VMware Image

Extract the previously downloaded 20GB_ Linux_ VMware_ Image.zip file into a
new directory. Move the ubuntu-8.04.1-desktop-i386.iso into the same directory that
you extracted the 20GB Linux VMware Image contents to.

& 20GB Linux ¥YMware Image =10 x|
File Edit Wiew Faworites Tools  Help .1.'

s
/- Search i Folders

ek - ) - (T = & x*9|'

Address Ihi‘l kringsiUseri My Documentsity Yirkual Machines!20GE Linux YMware Imagej G0

Mame = | Size | Tvpe |
é 2056 Linux: YWiware Inage, wmdk, 2,624 KB MMware virtual disk file
@Other Limuze 2.6, kernel, v 2KB WMware Configuration File
Other Linw 2.6, kernel wvmxf 1KB YMHF File

j2gubuntu-2, 04, 1-deskbop-i336.iso 711,154 KB ISOFile
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2.2.3) Building the virtual machine

Now launch the VM by opening “Other Linux 2.6.x kernel.vmx”. This will boot the VM
from the ubuntu-8.04.1-desktop-i386.iso.

NOTE: You will have to agree to VMware's EULA before you can use their software.

x|

'Eﬂ ¥Mware Player

License Agreement

Fleaze read the following license agreement carefully.

-

VMWARE MASTER END USER LICENSE AGREEMENT

NOTICE: BY DOWNLOADIMNG AMD INETALLING, COPYING OR
OTHEEWISE USING THE SOFTWARE, YOU AGEEE TO BE BOUMD
BEY THE TEEME OF THIE EULA. [F YOU DO MOT AGREE TO THE
TERME OF THIZ EULA, YOU MAY NOT DOWRNLOAD, INSTALL,
COPY OR UZE THE SOFTWARE, AMND YOU MAY RETURN THE
UNUSED SOFTWAEE TO THE VENDOR FEOWM WHICH YOU
ACQUIRED IT WITHIN THIRTY (30) DAYS AND REQUEST A -

TTW TTT 1T

T TTTTILIT, AT T T TAMTILTAT T TT A LTTE AT TT A T TE T A

¥ ez | accept the terms in the license agresment

" Mo, | do not accept the terme in the license agreement
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When Ubuntu boot's, choose your language setting then select “Install Ubuntu”.

all Ubuntu
D for defects

Press Fd to select alternative start-up and installation modes.

F1 Help F2 Language F3 Keymap F4 Modes FS AC ihility F6 Other Options
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At step 1, select your language and click “Forward”.

_TRET

Welcome
Bosanski
Ready to install? Once you answer a few questions, the

contents of the live CD can be installed on this computer so
Ceéting you can run the system at full speed and without the CD.

Catala

Dansk Answering the questions should only take a few minutes,

Deutsch
Please choose the language used for the installation process.

EMnuiké This language will be the default language for the final system.

English

Mo localization
Esperanto
Espafiol

Eesti If you have Internet access, read the release
notes for information on problems that may affect
you,

Euskaraz

Suomi
Release MNotes

Frangais

Step 1of 7 i &> Forward
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At step 2, select your time zone and click “Forward”.

Where are you?

Select a city in your country and time zone, If the indicated current time is incorrect even

after selecting the correct time zone, you can adjust it after rebooting into the installed
system.

Selected city: | Vancouwver :l Selected region: Canada

Time zone: PDT (GMT-7:00) Current time: 02:23:57 AM

Step 2 of 7 l anncel Q‘igack l i &> Forward
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At step 3, pick a keyboard layout that best suites your needs and click “Forward”.

Keyboard layout

Which layout is most similar to your keyboard?

Syria UsA

Tajikistan USA - Alternative international (former us_intl]
Thailand USA - Classic Dvorak

Turkey USA - Colemak

USA USA - Dvorak

Ukraine USA - Dvorak international

United Kingdomn USA - Group toggle on multiply/divide key

Nabeldstan USA - International (AltGr dead keys)

Vietnam USA - International (with dead keys)

You can type into this box to test your new keyboard layout.

Step 3of 7 l ogancel l Qigack l i &> Forward
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At step 4, make sure that “Guided — use entire disk” and “SCSI 1 (0,0,0) (sda) “ are selected
and click “Forward”.

Prepare disk space

How do you want to partition the disk?

@ (Guided - use entire disk!

@ s5cCsI1(0,0,0) (sda) - 21.5 GB VMware, YMware Virtual 5

) Manual

Step 4 of 7

Copyright 2008 - The Tor Project, Inc. 10



At step 5, pay close attention.

When asked “What is your name?”, type “Guest”.

When asked “What name do you want to use to log in?”, type “guest”

When asked to “Choose a password to keep your account safe.”, pick a password.
Click on “Forward”.

Who are you?

What is your name?

[Guest|

What name do you want to use to log in?

lguest ]

If more than one person will use this computer, you can set up multiple accounts after installation.

Choose a password to keep your account safe.

[ fl e ]

Enter the same password twice, so that it can be checked for typing errors.

What is the name of this computer?

guest-desktop

This name will be used if you make the computer visible to others on a network.

Step 5 of 7
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At step 7, click “Install”

Ready to install

Your new operating system will now be installed with the following settings:

Language: English

Keyboard layout: USA

Mame: Guest

Login name: guest

Location: Americaf\Vancouver
Migration Assistant:

If you continue, the changes listed below will be written to the disks.
Otherwise, you will be able to make further changes manually.

WARNING: This will destroy all data on any partitions you have removed as

wiall 22 Am tha nartitinne that sars Anina o bae frremsttad

Step 7 of 7 logancel [ = Back ] | &) Install ‘
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When the installation is finished, you will see a “Installation complete” window inside the VM
window. Click on the “Reboot Now” button.

Installation is complete. You need to restart

the computer in order to use the new
installation.

Copyright 2008 - The Tor Project, Inc. 13



At the black shutdown screen, hit enter one more time to make the VM reboot.

You have now installed Ubuntu 8.04 Desktop in a VM. This will be your build
environment for Tor VM.

Copyright 2008 - The Tor Project, Inc.
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2.3) Download the build script

Now that you have finished installing Ubuntu, you will need to download the build
script for Tor VM. Start by logging into your new VM. You will have to type in your username
and password.

< ubuntu

Username:

guest

#." Options guest-desktop // Sun 12 Oct, 02:47

Copyright 2008 - The Tor Project, Inc. 15



Open up a Terminal session. You can start a Terminal session by going to the “Applications”
menu, then “Accessories”, and then “Terminal”.

-Q Applications  Places System 6@9
ﬁ__iL Accessories 3 E Calculator

Guest < & ufl Sun 12 Oct, 02:58

[+t Games v @ Character Map
_I_i Graphics v | LA Dictionary

) Internet »| &) Disk Usage Analyzer
@ Office 3 H| Manage Print Jobs

m Sound & Video  » ‘,F Passwords and Encryption Keys
i @] Take Screenshot

o Add/Rermove...
Terminal

" Text Editor

z Tomboy MNotes

5 Tracker Search Tool
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3) Building tor_vm.iso and w32build.iso

3.1) Get the build script and execute it

Now that you have downloaded, installed, and configured Ubuntu, you are ready to
build the ISO images for Tor VM. Type in the following commands in the Terminal.

> sudo su -

(enter the password you set for the “guest” user)

> mkdir /build

> cd /build

> wget www.janusvim.com/tor vm cache/build-Tor VM.sh

-ﬁ} Applications Places System 6@0 1 V| PP | /1

Click to view your appointrments and tasks

File Edit WView Terminal Tabs Help

el To run a command as administrator (user “"root"), use "sudo <command=".
See "man sudo root" for details.

guest@guest-desktop:~% sudo su -

[sudo] password for guest:

root@guest-desktop:~# mkdir /build

root@guest-desktop:~# cd /build/

root@guest-desktop: /build# wget www.janusvm.com/torvm-cache/build-torvm.sh

--03:80:45-- http://www.janusvm.com/torvm-cache/build-torvm.sh
== ‘build-torvm.sh®

Resolving www.janusvm.com... 66.109.20.54

Connecting to www.janusvm.com|66.109.20.54|:80... connected.

HTTP request sent, awaiting response... 280 0K

Length: 866 [application/x-sh]

180%[

@3:00:45 (75.86 MB/s) - “build-torvm.sh' saved [866/866]

root@guest-desktop: /build#

@ [ root@guest-desktop:... o Eﬁ
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http://www.janusvm.com/torvm-cache/build-torvm.sh

> chmod +x build-Tor VM.sh
> ./build-Tor VM.sh

-‘: Applications Places System C@ 9 Guest @ & o Sun 12 Oct, 03:08

File Edit WView Terminal Tabs Help

root@guest-desktop: /build# chmod +x build-torvm.sh
root@guest-desktop:/build# ./build-torvm.sh

[ ront@guest-desktop:...] o EE

This will start your build process which will take a couple of hours to complete. The
build process will download and install any necessary tools that are required to build Tor VM.
After the tools have been installed, the Tor VM source code is downloaded and SHA-1
checksums of the source code are checked. If the checksums pass, then Tor VM is compiled.
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When the build is complete, it should bring you back to the command prompt with no errors.

-i} Applications Places System CQG Guest @ & Wil Fri 17 Oct, 00:27

rooL'guest-des

File Edit \View Terminal Tabs Help

inflating: winpcap/wpcap/PRJ/GNUmakefile B
inflating: winpcap/wpcap/PR1/WPCAP.DEF
inflating: winpcap/wpcap/PR1/wpcap.dsp
inflating: winpcap/wpcap/PRI/WPCAP.dsw
inflating: winpcap/wpcap/PRI/Wpcap no extensions.def
creating: winpcap/wpcap/Win32-Extensions/
inflating: winpcap/wpcap/Win32-Extensions/version.aps
inflating: winpcap/wpcap/Win32-Extensions/version.rc
inflating: winpcap/wpcap/Win32-Extensions/version.rc2
inflating: winpcap/wpcap/Win32-Extensions/Win32-Extensions.c
inflating: winpcap/wpcap/Win32-Extensions/Win32-Extensions.h
I: -input-charset not specified, using utf-8 (detected in locale settings)
19.38% done, estimate finish Thu Oct 16 20:87:07 2008
38.55% done, estimate finish Thu Oct 16 20:87:87 2008
57.76% done, estimate finish Thu Oct 16 20:87:87 2008
77.081% done, estimate finish Thu Oct 16 20:87:08 20808
96.31% done, estimate finish Thu Oct 16 20:087:08 2808
Total translation table size: @
Total rockridge attributes bytes: 6598
Total directory bytes: 15412
Path table size(bytes): 68
Max brk space used @
25973 extents written (50 MB)
Win32 build IS0 image ready. Please load the ISO into a Windows systems to start the build.
make[1]: Leaving directory " /build/torvm/trunk/build/win32’

real 1m38.183s =
user Bm@.996s
root@guest-desktop: /build# ||

@ [ root@guest-desktop:...l | E

Copyright 2008 - The Tor Project, Inc. 19



3.1.1) Copy the results to a Windows Share

Now we must copy the created ISO images over to a Windows XP machine, or VM. In
order to do that, we must share a directory.

Create a folder called “ISO”.
Right-click on the ISO folder and select “Sharing and Security...”.

Open
Explore
Search. ..

B addto arc

B add to "I50 rar"
B Compress and email...

Send To

Cut
Copy

Create Shortout
Delete
Rename

Properties

Histart| & & (2 WD TG 12:36 am
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Check the “Share this folder on the network” box.
Check the “Allow network users to change my files” box.
Click on “Apply” then click on “OK”.

IS0 Properties

General  Sharing | Eustomizel

r— Local sharing and security

[ To ghare this folder with other uzers of thiz computer
only, drag it ta the Shared Documents folder.

To make thiz folder and its subfolders private o that
only you hawve access, zelect the follmwing check box.

™| Make thiz falder, private

 Metwork zhanng and securty

Tao share thiz folder with both network users and other
ugers of this computer, zelect the first check box below
and type a share name.

W Share this folder on the network

Share name; IIS ]

W allow network, users to change my files

Learn more about sharing and security.

Windows Firewall iz configured to allow this folder to be shared
with other computers on the network,

i your Windows Firewall settings

kK I Cancel

Histart| & & (2 WD TG 12:37 am
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Now that your ISO folder on Windows is shared, the ISO images can be copied over. In order
to do this we mount the windows share to a directory in Ubuntu. Login as root and do the
following commands.

(NOTE! Use the IP address of your Windows computer or VM, not 192.168.1.4
unless that is your Windows IP.)

> cd /mnt/

> mkdir iso

> mount -t smbfs //192.168.1.4

(Type in your password on your Windows computer)

> cp /build/torvm/trunk/build/iso/vm.iso iso/tor_vm.iso

> cp /build/torvm/trunk/build/win32/w32build.iso iso/tor_vm.iso

-fj Applications Places System e@ 0 Guest \J@ ' wil|Fri 17 Oct, 00:32 E
_ﬂmﬂ@g&l&ﬂhﬂ&ﬂﬂu;ﬂhﬂlﬁ Click to view your appointments and tasks|

File Edit View Terminal Tabs Help

root@guest-desktop: /build# cd /mnt/ B
root@guest-desktop: /mnt# mkdir iso

root@guest-desktop: /mnt# mount -t smbfs //192.168.1.4/I50 iso/

Password:

root@guest-desktop: /mnt# cp /build/torvm/trunk/build/iso/vm.iso iso/torvm.iso
root@guest-desktop: /mnt# cp /build/torvm/trunk/build/win32/w32build.iso iso/w32build.iso
root@guest-desktop: /mnt#

[l.'i root@guest-desktop:...

el

Copyright 2008 - The Tor Project, Inc. 22



If all goes well, you should now have the tor_vm.iso and the w32build.iso on your Windows
computer.

File Edit ‘Wiew Favorites  Tools  Help

@Back - @ - E% pSearch @Fnlders ['_$ L;‘ﬂ}“j‘ x K’|-

Address Iﬁ CDocuments and SettingstBuildiDeskbopl IS0

Mare = | Size | Type | Date Modified
‘Qtor\-’m.iso 3,716 KB wWinRAR archive 10/17/2005 12:35 AM
B wizhuid.iso ©1,946 KE  WinRAR archive 10/17}2005 12:39 AM

ﬂ5tart| a8 @ @ |[oso WD FE 1239 am
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3.2) Troubleshooting

Tor VM uses open software that has to be downloaded from various different locations
on the Internet. Sometimes those sites change their directory structure, go down for
maintenance, or simply just timeout. When this happens, the build scripts do not handle it
very well. As a result of this, you may have to manually start the build from where it broke.

3.2.1) Restarting a build that broke

According to the build script, your build directory is /build/torvm/trunk. You can
simply change to this directory and restart the build.

> cd /build/torvm/trunk
> make

3.2.2) Some of the sources changed or are missing

The are many possible things that can go wrong when your software build depends on
several different pieces of software. The good news is that there is an online cache of all the
open source files that are used in this project. If you download the cached files, you must
reconfigure your build instance to use it. The following commands show how to download the
cache, reconfigure the build instance, and restart the build.

> cd /build/torvm/trunk/build/kamikaze/common/dl

> wget -R http://www.janusvm.com/tor _vm_cache/dl/
>cd../../../win32/dl

> wget -R http://www.janusvim.com/tor vm cache/wdl/
>cd../../.

> chown -R guest.users *

> make

Copyright 2008 - The Tor Project, Inc. 24
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http://www.janusvm.com/torvm-cache/dl

4) Using tor_vm.iso

You can use Tor VM in a couple of different ways. The recommended way is to build a
portable Tor VM for Microsoft Windows. You can also use VMware or any virtualization
engine that supports bridged, or raw, network interfaces. The version of QEMU that is built
in this process has been modified to be able to support a emulating a raw Ethernet device
through your existing NIC. Sun's VirtualBox or Microsoft's Virtual PC may be able to do this
too.

You can build a portable version of Tor VM that uses QEMU for the virtualization
engine and a modified WinPCAP driver with a OpenVPN Tap32 adapter for the bridged or raw
Ethernet networking. The following sections will walk you through how to build a portable
version of Tor VM for Microsoft Windows XP. This has only been tested on Windows XP.

Copyright 2008 - The Tor Project, Inc. 25



4.1) Building Tor VM for Windows

This documentation will cover how to install all the required tools and dependencies in
order to create a portable version of Tor VM.

4.1.1) Installing DAEMON Tools Lite

The Ubuntu build stage creates ISO's that need to either be burned to CD or mounted
using a third party program. For the development of Tor VM, DAEMON Tools Lite was used
to mount ISO images as a CD-ROM device under My Computer.

You should already have daemon347.exe from downloading the software in section 2.1.
Run daemon347.exe to install DAEMON Tools Lite.

If you see a security warning, click on “Run”

File Edit ‘iew Favorites Tools  Help

Back = E‘ I$| DSearch |- Folders | IR y "9 ]

Open File - Security Warning _I

The publizher could not be vernified. Are you sure you want to odified
I 7
run thiz software? PO0S 11:45 PM

Mame: daemon347.exe DO0S 11:40 PM
Publizher: Unknown Publisher

Type:  Application

From: C:\Documents and Settings)BuildiDesktopiDownloads

v &lways ask before opening this fil

Thiz file does not have a walid digital signature that verifies its
publizher. “v'ou zhould only run zoftware from publishers pou st
Hiow can | decide what software ta run?

#istart| @ & (& [ pownloads W WD (ED 11:57 M
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You will then be prompted with and EULA, click on “Install”.

DAEMON Tools Setup |

I ELILA Readme | Histary |

DAEMON Tools End User License Agreement

This program is MOT freeware. If you don't use this program for commercial purposes
you do not have to register a license and are allowed to use this software for free. But
if you want to support our work you may do so, of course. Please check our
harnepage at http:fAeevw daemon-tools oo and click ‘Register’ for details.

This private license is always limited until the next version of this software is
released.

If you use this program comrmercially (e.g. ina company, internet cafe etc) somehow __
you must license itl Please check our homepage at http: Shwseaw daemon-tools.co and
click Hegister' for details. You are only allowed to use this program if you are a legal
owner of the original CD and you want to create or use a backup of your ariginal CD.

Feel free to use this package in other FREE products, as long as you leave this

package unmodified and include credits to the authors. Commercial Programs that hd

I Logged Install (DAEMON Tools will create an installation log called daemon. log)

Install

HStartl & & @ 3 oownloads ||, paEMON Tools Setup R D G 11:57 M
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Click on “Next”.

Welcome to the DAEMON Tools
Setup Wizard

The inztaller will guide you through the steps required to install DAEMOMN Tools on your computer,

WARNIMG: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of thiz program, or any portion of it, may result in severe civil
or ciminal penalties, and will be prosecuted to the masmum extent pozzible under the law,

Cancel < Back | Mewxt » I

HStartl & & & 2 Downloads ||ﬁl DAEMON Tools 3.47.0 WD G 11580
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Click on “Next”.

Select Installation Options

The inztaller will inztall DAEMON Taols with default options specified below,

Toinstall with these optionz, click "Nest". To modify options enter them below.

Folder:
IE:'\F'mgram FilezsO-Tonolsh, Browse...

Bus driver name: Disk Cost..

|d34?bus

Miniport driver name:

|d34?plt

Cancel < Back | Mewxt » I

HStartl & & & 2 Downloads ||ﬁl DAEMON Tools 3.47.0 WD G 11580
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Click on “Next”.

Confirm Installation

The ingtaller iz ready to ingtall DAERMOM Tools on pour computer.

Click "Mext"" to start the installation.

Cancel

m5tart| & & B 2 Downloads ||ﬁl DAEMON Tools 3.47.0 WD (E) 11:58 M
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After DAEMON Tools has finished installing, click on “Close”.

[ nloard
{5 DAEMON Tools 3.47.0

Installation Complete

DAEMOM Toalz has been successfully installed.

Click "Close" to exit.

Canzel

HStartl & & & 2 pownloads ||ﬁl DAEMON Tools 3.47.0 WD G 1158
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You will then be prompted to restart your computer, click “Yes”. Your computer will reboot.

File  Edit ‘iew Favorites Tools  Help

@Back - @ - @ pSearch Hi:, Falders ['_$ I:i,“‘-’ x g‘ | -

Address Iﬁ C\Documents and Settings\EuildiDeskiopiDownloads

Mare = | Size | Tvpe | Date Modified
‘g 1530_usa_ddk.iso 236,466 KB WinRAR. archive 10/16/2005 11:45 PM

4 % DAEMON Tools 3.47.0 < f 1140 Pm

“r'au muzt restart pour system for the canfiguration changes made to DAEMOMN Tools to
take effect. Click es ta restart now or Mo if wou plan to manually restart later.

.|

HStartl & & & 2 Downloads ||ﬁl DAEMON Tools 3.47.0 R D ) 1159

After your computer or VM has rebooted, DAEMON Tools will be installed and running.
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4.1.2) Installing Windows Driver Development Kit

In order to build the drivers that are required, you need to install the Windows Driver
Development Kit. You will have to use DAEMON Tools or burn the ISO to a CD in order to do
this. The following is how to install the Windows DDK with DAEMON Tools.

Left-click the red lighting bolt in the lower left corner and click on “Device o: [E:] No media”.

Unmount all drives

Device 0: [ Ei] Mo media

mStartl a8 e h () 12:17 AW
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Goto the folder that you downloaded the Windows Driver Development Kit ISO to.
Select “1830_usa_ddk.iso” and click “Open”.

= o® @

Desktop

4

My Documents

Fdy Computer

File name: [1830_usa_ddkizo | Open

Files of type: I.-’-‘-.II images [c:ue,isD,bwt,c:di,bEt,ccd,mds,nlg,pdi]j Cancel |
g

distart| & & WD G 12:18 am
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If autorun is enabled on Windows, then the ISO will be mounted as a CD and will open some
of Microsoft's legal babel. Just close the browser window.

) Getting Started - Mozilla Firefox 101 x|

File Edit “iew History Bookmarks Tools  Help

- o | L il fimstal i 77 - | JIGl=| coogie P

Getting Started

The Microsoft® windows Server™ 2003 Service Pack 1 (SP1) Driver Development Kit (DDK) provides a driver
development environment for Windows Server 2003, Windows® %P, and Windows 2000, The DDK provides

additional driver-specific headers, libraries, sources, tools, and documentation that are used to develop drivers
for Windows Server 2003 SP1.

Legal Information

This document is for informational purposes only. MICROSOFT MAKES MO WARRANTIES, EXPRESS OR IMPLIED, IN
THIS DOCUMENT.

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights
covering subject matter in this document. Except as expressly provided in any written license agreement from
Microsoft, the furnishing of this document does not give you any license to these patents, trademarks,
copyrights, or other intellectual property.

Infarmation in this document is subject to change without notice and is provided for infarmational purposes only,
The entire risk of the use or results of the use of this document remains with the user, and Microsoft Corporation
makes no warranties, either express or implied. The names of companies, products, people, characters, and/or
data mentioned herein are fictitious and are in no way intended to represent any real individual, company,
product, or event, unless otherwise noted. Complying with all applicable copyright laws is the responsibility of the
user. Mo part of this document may be reproduced or transmitted in any form ar by any means, electronic or
mechanical, for any purpose, without the express written permission of Microsoft Corporation.

ActiveSync, Activex, BackOffice, Direct3D, DirectAnimation, DirectDraw, DirectInput, DirectMusic, DirectPlay, LI

| Done @ A

L‘E’Startl a8 I@ Getting Started - Moz... |q W@ 5 12:19 aM
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Right-click on “My Computer” and select “Explore”.

Manage

Map Metwork Drive. .,
Disconnect Mebwork Drive. .

Create Shortout
Delete
Rename

Properties

distart| @ & (2 WD FE 1220 am
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DAEMON Tools mount the ISO image as the “E:” drive under My Computer.

File Edit Wiew Favorites

Tools

Help

Q-0 3

’OSearch %Fnlders E} @ x l’ ‘ '

Address IE E:

8

Folders

@ Desktop

[B Iy Documents
= i My Computer
& 314 Floppy (A:)
e Local Disk (2:)
% O Drive (D)
= % RTM(E:)
I amde4
I3 comman
|53 debuggers
5 iasd
5 obj
) =86
G-» Control Panel
[ Shared Documents
|5 Build's Documents

Mame =

Size I Tvpe

[Cyamded

251 common

[T debugagers
ik

)b

C)xs6
E}autorun.inf
derast_instaII.htm
install.htm
preFast_instaII.htm
relnnte.htm
sdbusapi.doc

srcindex.htm

|

Histart| @ & @ [GrmE

Copyright 2008 - The Tor Project, Inc.

File Folder

File Folder

File Folder

File Folder

File Folder

File Folder

Setup Information
Firefox Document
Firefox Document
Firefox Document
Firefox Document
wordpad Docurnent
Application
Firefox Document

i

WD FE 1221 am
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Right-click on “setup.exe” and select “Open”.

=10

File Edit Wiew Favorites Tools  Help |

@Backv @v @ pSearch|E“;‘J}F.;.lders ‘@ @}' X 7‘7
Address IE E:Y j &0

Folders N $add to archive... Size: | Type
@ Desktop C B add to "setup.rar” File Folder
[B My Docurments g B Compress and email, .. File Folder
= i My Compuber C B Compress o "setup.rar” and emai File Folder
L 34 Floppy (a:) File Folder
e Local Disk () File Folder
% O Drive (D) cut File Falder
= ﬁ RTM {E:) Copy Setup Information
I amde4 Firefox Document
[5) comman Firefo: Document
|53 debuggers Firefox Document
5 iasd Firefox Docurment
=) obi Froperties wiordpad Document
E{] w86 Application
G’ Control Panel srcindex.htm Firefow Docurment
[ Shared Documents
L |5 Build's Documents 4| _'I

2end To

Create Shortcut
Delete
Rename

WTE F=m r=m r—=m r—=m S | P mpd P

HStartl a8 8 @ |[rmMmE) WD FE 1z:22am
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The Microsoft Windows Driver Development Kit installation is fairly simple.
Click on “Next”.

Microsoft Windows Driver Development
Kit

The Setup program for the Microsoft® YWindows® Diver Development Eit
inztalle documentation, software developrent tools, and sample code to
build windows drivers.

Ta inztall the Windows Driver Developrment Kit, click Mest or press Enter.

QStartl a8 3 RTM (E2) ||g§. Microsoft Windows Dr... |g¢g| @ E 12:22 am
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Select “I Agree” and click on “Next”.

:'-_-L Microsoft Windows Driver Development Kit x|
Licensze Agreement I..

Flease read the following License Agreement. ¥ou must accept the Agreement to continue Setup.

END-USER LICENSE AGREEMENT FOR MICROSOFT SOFTWARE 3

MICROSOFT WINDOWS SERVER 2003 DRIVER
DEVELOPMENT KIT SERVICE PACK 1

IMPORTANT-READ CAREFULLTY: This End-User License Agreement (CEULA™ is alegal
agreement between you Ceither an individual or a single entity) and hicrosoft Corporation
(“Microzoft™) for the Microsoft software that accompardes this EULA, which includes
computer softwate and may include associated media, printed materials, * ondine™ or

electronic documentation, and Internet-bazed services (“Software™). An amendment ot
addendum to this EULA may accompany the Software. YOU AGREE TO BEBOUND EY

THE TERMS OF THIS EULA BY INSTALLING, COPYING, OR OTHERWISE USING

THE SOFTWARE.IF YOUDO NOT AGREE. DO NOT INSTALL. COFY. OR USE THE LI

* | fgree | Dizagres

< Back I Mest » I Cancel

wﬁtartl 88 B SrmMED ||§g Microsoft Windows Dr... |g]¢g @ F & 12:22 am
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Click on “Next”.

Select Destination Directory
Setup recormends installing the Windows Driver Development Kit on the fallowing hard drive.

Install kit at:

Browsze: |

Installation Location:

iolume I Disk Size: I Awailable I Fequired I Difference I
[ 19GE 15 GEB 746 ME 14 GB

HStartl 88 B SrmMED ||§g Microsoft Windows Dr... |g]¢g| @ F & 12:22 am
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Click on “Next”.

crosoft Windows Driver Development Kit

x|
Driver Development Kit Component Groups .

Select components to install. & red %' means the component iz not available. A greved out box means t' i
niot all entries under that component are selected to install ’_,"-

rer Development Kt ~ Feature Description
Build Erwiranment Microsoft indows Diiver Development
D ocurmentation kit
Toals for Driver Developers
[]lustrative Driver Samples
E-[]Input Method Editor S amples

[Kemel Samples

[ Metwark Samples )
B[] Printer Samples ~ Space Requirements
"D Smart Card 5 amples Dizk Space available:
(-] Storage Samples

[]¥irtual Device Driver Samples
. [Video Samples Irztall Path:
F-'WDM Samples CAWINDDENITI0 1830

Dizk zpace needed:

< Back I Mest » I Cancel

HStartl 88 B SrmMED ||§g Microsoft Windows Dr... |g]¢g| @ F & 12:23 am
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Click on “Next”.

Confirmation
Setup is ready to install the components you have selected,

Are you sure you want to install?

Installed kit location:  C:iwINDDENIFI0.1830
Kit inztall Size: E32 ME

To accept the choices click nest. To make any changes click back

HStartl 88 B SrmMED ||§g Microsoft Windows Dr... |g]¢g| @ F & 12:23 am
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The installation will take a couple of minutes. Install times will be relative to the speed of
your computer.

E :'-_-L Microsoft Windows Driver Development Kit

Installation Progress
Setup will now install the components you have selected.

Installing: Windaws Driver Development Kit Required Build Tools
Inztalling Cab: =3EdEINS

|

Overall Progress:

1

Firizh | Cancel I

w5tart| a8 |3 RTH (E2) ||ag, Microsoft Windows Dr... |g¢g @ E 12:23 aM
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When the installation is complete, click on “Finish”.

Install time: 0216

HStartl &8 & B SrmMED ||ﬂ. Microsoft Windows Dr... |gg¢g @ F & 12:29 am

You have now installed the Microsoft Windows Driver Development Kit.
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Next you must unmount the ISO image. Left-click on the red lighting bolt and select
“Unmount all drives”.

File  Edit ‘iew Faworites  Tools  Help

Q- © - 3| D[ oo |5 2 X 9T
Address IEE:'L j G0

Folders Mame = Size | Tvpe
@ Desktop [Dyamde4 File: Folder
5} My Documents [ comman File Folder
=l i My Computer [ debuggers File Folder
A 3% Floppy (80 [Diatd Fils Faldsr
e Local Disk () [Dhobi File Folder
24 O Drive (D2) Cxse File Folder
= ﬁ RTM (E:) |B'aulzurun.inl‘ Setup InfFormation
[ amds4 derast_instaII.htm Firefox Docurnent
I3 comman install.htm Firefox Document
IC5) debuggers ] prefast_install him Firefox Document
D iac4 relnnte.htm Firefox Document
5 obj sdbusapi.doc wordpad Document
) =86 setup.exe Application
G’ Control Panel srcindex.htm Firefow Docurment
[ Shared Documents
I3 Build's Documents 1

Unrnounk all

Device 0: [ E:] CHOCUMENTS AND SETTINGS|BUILDADESKTOP DOWNLOADSY 1830_USA_DDK, IS0

HStartl a8 |3 RTM (E=7 T ezt 12130 &M
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4.1.3) Build a portable Tor VM for Windows

Now that the Windows DDK has been installed, you can build the portable Windows
version.

Left-click on the DAEMON Tools icon (red electric bolt) in the lower left corner of the screen,
and choose “Device 0: [E:] No Media”.

Unrnount all drives

Device 0: [ E:] No me

ﬂﬂart' 883 WY DT ) 12:55 am
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Select the “w32build.iso” file that you copied over earlier, and click “Open.”.

21
Look in: | (3 150 ~ OFr @

y Documents

r
-l
by Computer

.
<
My 1 File name: fwazbuid iso | Open |
FI
File: of type: I.-’-‘-.II images [c:ue,isD,bwt,c:di,bEt,ccd,mds,nlg,pdi]j Cancel |
E

distart| @ & (2 W® D FE 1257 am
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If you have autorun enabled, the build will start automatically.

WINDOWS" system32 cmd.exe

libarchiveZ.dll
mount .exe
mzys—1.8.d11
ps .exe
sh.exe
=1ibd .d11
12 file(s> copied.

automakel .?-1.9.6-2-hin.tar.bhz2
hash—-3.1-M8Y¥8-1.8.11-1.tar.b=2
hinutils—2.18.58-20080189-2.tar.g=
hzip2-1.8.5-bin.zip
crypt—-1.1-1-M8¥5-1.8.11-1.tar.bh=2
diffutils—2_8.7-M5Y¥YS—1.8.11-1 . tar_bh=2
qoc—core—3.4.5-20060117-3 . tar.ge
goe—g++—3.4.5-2006011Y-3 . tar.g=
gzip—1.3.12—-1-hin.=ip
libarchive-2.4.12-1-hin.zip
libtooll.5-1.5.25a-1-bin.tar.bhz2
md—1.4_7-MSY¥S . tar_h=z2
minguw—runtime—3.14_tar.q=
mingw—utils—A.3 . tar.g=

ﬂ_';'Startl & @ (@ |BE c\wINDOwS: system... WD FE 1258 am

If you do not have autorun enabled, then you will have to open the “install.bat” under the
mounted ISO image (E Drive). This will launch a build of the portable Tor VM for Windows.
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When the build is complete, you can find the final results in C:\Tor VM.

File  Edit ‘iew Faworites  Tools  Help

@Back - @ - lﬁ /OSearch @Fnlders ‘ [ﬁ Iﬁ x q ‘ v
fddrass IEﬂ i Tor_YM

Mame = Size | Twpe | Drate Modified

[C3ibin File Folder 10/17/2008 1:07 AM
[Cconfig File Folder 10/17/2005 12:59 AM
ik File Folder 10§17/2008 1:07 &AM

skate ile: Folder :

[Chstat File: Fald 10/17/2008 12:59 &M
o torvm,exe pplication :

Y 67KE  Applicati 10/17/2008 1:07 &AM

ﬂStartl & @ @& |torwm WEDFE 1:08am

That's it. You now have a virtual machine that routes all your DNS requests and TCP traffic
through Tor. To use Tor VM, just open “Tor VM.exe”. Please refer to the Tor VM — Usage
document for usage instructions.
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file:///C:/Tor_VM

4.2) Using tor_vm.iso with different virtualization engines.

(To be done)
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5) Credits and Copyrights

“Tor” and the “Onion Logo” are registered trademark of The Tor Project, Inc. Microsoft
Windows is copyrighted and a registered trademark of Microsoft Corp. VMware Player,
Server, and Workstation are copyrighted and a registered trademark of VMware, Inc. QEMU
is a trademark of Fabrice Bellard.
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6) License

Tor VM is distributed under this license:

Copyright (c) 2001-2004, Roger Dingledine
Copyright (c) 2004-2006, Roger Dingledine, Nick Mathewson
Copyright (c) 2007-2008, The Tor Project, Inc.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:

* Redistributions of source code must retain the above copyright

notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above

copyright notice, this list of conditions and the following disclaimer
in the documentation and/or other materials provided with the
distribution.

* Neither the names of the copyright owners nor the names of its

contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS"™ AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

src/common/strlcat.c and src/common/strlcpy.c by Todd C. Miller are licensed
under the following license:

b . SR S R . S S 3

Copyright (c) 1998 Todd C. Miller <Todd.Miller@courtesan.com>
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote products

derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED " "AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
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THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

L S T R

If you got Tor as a static binary with OpenSSL included, then you should know:
"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit (http://www.openssl.org/)"

"This program uses the IP-to-Country Database provided by
WebHosting.Info (http://www.webhosting.info), available from
http://ip-to-country.webhosting.info."

See the src/config/geoip file in particular.
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